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Mark Shropshire

https://www.linkedin.com/in/markshropshire/
https://www.linkedin.com/in/markshropshire/
https://www.linkedin.com/in/markshropshire/
https://www.drupal.org/u/shrop
https://www.drupal.org/u/shrop
https://twitter.com/shrop
https://twitter.com/shrop
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About

Style Guide

About Mediacurrent

●
●
●
●
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Agenda



What is Guardr?
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Distribution

https://drupal.org/project/guardr
https://drupal.org/project/guardr
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Philosophy
CIA Information Security Triad

https://en.wikipedia.org/wiki/Information_security#Key_concepts
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Philosophy
OWASP Top 10 Most Critical Web Application Security 
Risks
●
●
●
●
●
●
●
●
●
●

https://www.owasp.org/index.php/Top_10_2013-Top_10
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How Modules Are Selected
●

●

●

●

●
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What to Expect After Installation
●

●

●

●

●



Why Use Guardr?



Security Is Hard!

https://www.flickr.com/photos/cogdog/26613145562
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security usability challenging



https://www.flickr.com/photos/slaunay/14506854261


15

best practices
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Drupal 7 Guardr

●

●

●
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Drupal 8 Security Enhancements
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Drupal 8 Guardr

8●

●

●



Security Features 



20

Guardr Recommended Core Configurations
Guardr Core
● Logging and errors

○
● Account settings

○
○

● Update Manager settings
○
○

https://www.drupal.org/project/guardr_core
https://www.drupal.org/project/guardr_core
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Login Security
Password Policy module
●

Login Security module
●

https://www.drupal.org/project/password_policy
https://www.drupal.org/project/password_policy
https://www.drupal.org/project/login_security
https://www.drupal.org/project/login_security
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Login Security
Mass Password Reset module
●

https://www.drupal.org/project/mass_pwreset
https://www.drupal.org/project/mass_pwreset
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Session Management
Automated Logout module
●

Session Limit module
●

https://www.drupal.org/project/autologout
https://www.drupal.org/project/autologout
https://www.drupal.org/project/session_limit
https://www.drupal.org/project/session_limit
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Security Kit
Security Kit module
●

●
○
○
○
○

https://www.drupal.org/project/diff
https://www.drupal.org/project/diff
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System Monitoring, Auditing, and Logging
Login History module
●

Security Review module
●

https://www.drupal.org/project/login_history
https://www.drupal.org/project/login_history
https://www.drupal.org/project/security_review
https://www.drupal.org/project/security_review
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Additional Features
Diff module
●

Redirect 403 to User Login module
●

https://www.drupal.org/project/diff
https://www.drupal.org/project/diff
https://www.drupal.org/project/r4032login
https://www.drupal.org/project/r4032login
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Additional Features
Username Enumeration Prevention module
●

https://www.drupal.org/project/username_enumeration_prevention
https://www.drupal.org/project/username_enumeration_prevention


Demonstration
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Guardr Build with Composer
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Guardr Installation with Drush Quick Drupal
●
●
●
●

https://git.drupal.org/project/guardr.git
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Guardr Tour
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Upcoming roadmap items
●
●

●

●
○
○

https://www.drupal.org/node/2510056


How to Contribute
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https://www.flickr.com/photos/cogdog/9512459719


35

Thanks to The Drupal Security Team
●

●

●

●

●

https://www.drupal.org/security-team
https://www.drupal.org/security-team
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How Can I help?
●

●

●

●
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How Can I Get involved?
●

●

●

https://www.drupal.org/project/issues/guardr
https://www.drupal.org/node/2412899
https://twitter.com/guardrproject
https://twitter.com/guardrproject


Thank you!

Mediacurrent

https://twitter.com/mediacurrent
https://twitter.com/mediacurrent
http://www.mediacurrent.com/
http://www.mediacurrent.com/

